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Evaluate Application Risk
with CISQ Measures
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CISQ is chartered to specify measures
of software size and quality that can
be automated from source code, and
promote them through OMG and other
international standards organizations
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CISG
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CISQ/OMG Standards & ISO Fasttrack
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Automated Source Code Quality Measures.
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INTERNATIONAL 1s0
STANDARD |S0/IEC 18515:2018 [ISO/IEC 19515:2019]

ISO/IEC 5055:2021

Automated
Source Code
Quality
Measures

@



http://www.it-cisq.org/

MiSInE What Is ISO/IEC 5055:2021

R i o Defines measures of the internal, structural quality of

STANDARD 5055 software for four ISO/IEC 25010 software quality
—— characteristics:
' — Reliability
— Security
— Performance Efficiency
i o g e — Maintainability

measurement — Automated source
code quality measures

e Measures are calculated from automated detection and
counting of severe architectural and coding weaknesses

e ‘Shift-left’ structural quality measurement

e Can be used for:
— Internal product and process improvement
— System acquisition contracts and acceptance criteria
— Internal and external monitoring and benchmarking

Reference number

:go 1EC F—— e Fasttracked to ISO as a Publicly Available Standard by OMG
(Object Management Group) and can be obtained for free at:
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CISG

ISO 5055 Supports ISO/IEC 25000 standards

- ISOJ/IEC 25010 defines a software product quality model of 8 quality characteristics
« ISO/IEC 5055 conforms to four ISO/IEC 25010 quality characteristic definitions
 ISO/IEC 25023 defines measures, but not automatable and few the source code level

« ISO/IEC 5055 supplements ISO/IEC 25023 with source code level measures

ISO/IEC 25010 — Software Product Quality
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Functional
Suitability

Functional
appropriateness

Accuracy
Compliance

Reliability

Maturity
Availability
Fault tolerance
Recoverability
Compliance

Performance
Efficiency

Time behavior

Resource
utilization

Compliance

Operability

Appropriateness
Recognizability
Learnability
Ease of use
Attractiveness

Technical
Accessibility

Compliance

Security

Confidentiality
Integrity
Non-repudiation
Accountability
Authenticity
Compliance

Compatibility

Co-existence
Interoperability
Compliance

Modularity

Reusability
Analyzability
Changeability

Modification
stability

Testability
Compliance

Portability

Adaptability
Installability
Replaceability
Compliance
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ISO/IEC 25010 software quality characteristics measured by ISO/IEC 5055 are highlighted in blue
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CISG

ISO 5055 Structural Quality Measures

36 parent
37 contributing
weaknesses

Security

35 parent
39 contributing
weaknesses

Reliability

16 parent
3 contributing
weaknesses

Performance
Efficiency

29 parent
0 contributing
weaknesses

Maintainability
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SQL injection
Cross-site scripting
Buffer overflow

Improper synchronization
Improper error handling
Missing timeout

Expensive loop operation
Un-indexed data access
Unreleased memory

v ¥ 9

Excessive coupling
Layer-skipping calls
Dead code

ISO 5055 Structural Quality Measures

Example architectural and
coding weaknesses included

An international team of
experts selected the
weaknesses

Only weaknesses considered
severe enough to require
remediation were included

138 unique weaknesses, some
in more than one measure

All ISO 5055 weaknesses are in
Common Weakness
Enumeration Repository
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MISIRE Rationale: the earliest findings, the lower cost

‘Shift Left’ can dramatically
reduce
the impact
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Percentage
of defects
introduced
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. - Cogl 10 repair defect
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Jones, Capers. Applied Softwore Measurement: Global Analysis of Productivity ond Quollty.
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CIS0O Measures Predict Incidents & Costs

Study of structural quality measures and maintenance effort
across 21 customer apps in a large global system integrator

Corrective Maintenance
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Composite CISQ Index

An index increase of 24% decreased corrective maintenance effort by 50%

© 2022 Consortium for Information and Software Quality (CISQ) www.it-cisg.org


http://www.it-cisq.org/

HISInl CISQ ISO 5055 For governance

Benchmarking and comparison:

In order to compare quality results among different applications, the Automated Source Code Quality
Measures can be normalized by size to create a density measure (from the base measure).

ASCxM-density = ASCxM / AFP

where x = a software quality characteristic (R, S, PE, M)

Other weighting schemes

Weight each quality measure element by its severity Measuring risk of quality problems such as data theft,
outages, response degradation, etc.

Weight each quality measure element by its effort to Measuring cost of ownership, estimating future
fix corrective maintenance effort and costs

Weight each module or application component by its Prioritizing modules or application components for
density of quality weaknesses corrective maintenance or replacement
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MISIRE Typical SLAs for sourcing contracts

* Alarge majority of the ADM contracts contain a structure where there is an “at risk” percentage cap, (e.g., 10%) of the
monthly contract value with a weighting for each SLA.

* In most modern contracts, the weighting factor for software quality measures is typically “over weighted” at ~200%.

« The time period for collecting and reporting SLAs can vary by contract. New development is to analyze SLA compliance at
the end of each bundle of defined activities, when performance of the entire work package can be measured.

+ Most vendors will ask for 6 months of data before agreeing to an SLA. If you have that, and can produce it, few vendors will
argue. Otherwise, most will negotiate a “burn in” period of 6 months.

S [ 3 7 3 N

Unit Monthly 0.0 35% 0.018 0.022 5%
The likelihood of potential security
Security L
breaches of an application.
System Monthly 0.02 35% 0.00 0.019 5%
The risk of failure or defects that Unit Monthly 0.1 25% 0.09 0.11 5%
Robustness can result from changing an
application. System Monthly 0.1 35% 0.07 0.10 5%
Unit Monthly 1 25% 0.9 1.1 2%
How well the code handles
Performance unexpected events and how easily
Efficiency system performance can be
reestablished.
System Monthly 1 0.8 1.0 2%

Agenzia per 'Italia Digitale

Presidenza del Consiglio dei Minisiri

Unit

The difficulty and ease to maintain

an application. St Guida tecnica all'usu dl metriche per il software applicativo
ystem

Maintainability

sviluppato per conto delle pubbliche amministrazioni
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ISO 5055 & the Cybersecurity Framework

The 5055 Security measure (and others)
can be used in numerous processes of
the Cybersecurity Framework.

CISG

Category

Function Category
Unique

Identifier

Function
Unique
Identifier

Asset Management

ID BE Business Environment
(Governance . = .
|_ - | Empirical risk tolerance thresholds for software
|
[ IDRM [ Risk Mapaoement Strateoy security
I e — - -
—_——— e Contractual SLAs and audits for software security
PRAT Awareness and Training

Evaluation of software assets for security
weaknesses
Continual improvement of software security

PR.IP Information Protection Processes and Procedures

PR.MA Mamtenance
Anomalies and Events

.C Security Continuous Monitoring

Detection Processes

Periodic scans for software weaknesses

Response Planning

||

Software security and weakness data are shared

Security weaknesses are identified and mitigated
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I_I
e :;‘”m‘;;mg The 5055 structural quality measures play an
HET | Bopmvements important requirements and verification role
e e for ‘Build Security In’ for cybersecurity
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M[S]nl The Technical Debt Metaphor

Technical Debt — future costs attributable to flaws in operational code

Business Risk Opportunity cost - benefits that could have been achieved
had resources been put on new capability rather than
retiring technical debt

Opportunity cost

" Liability from debt Liability - business costs related to outages, breaches,
corrupted data, etc.

Technical Debt Interest - continuing IT costs caused by the technical debt
remaining in the code, i.e., higher maintenance effort,

Interest on the debt greater resource usage, etc.

Principal borrowed Principal - cost of remediating must-fix problems remaining
in the code

Structural quality problems

in production code

13
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MISIBE Technical Debt dries up application value

Assumption: Productivity is a stable number

Reality: Productivity is a monotonically
decreasing function of releases

A
COST

new feature

basecost —=—=—=--------"-"-~—-~ - - "S=—— - ——--- - - guality - -

—
-~

TECHNICAL DEBT

Unless action is taken
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MISInl CISQ Technical Debt Measure

Individual
weaknesses

Sum of efforts-to-fix
for all instances of
each CISQ weakness

Weighted effort-to-fix
for each instance of
a CISQ weakness

Detected CISQ
weaknesses
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Aggregated Estimated cost Estimated cost
weaknesses by characteristic of corrective
maintenance

Sum of total efforts-to-
fix for all Reliability
weaknesses

Reliability
Technical Debt

Sum of total efforts-to-
fix for all Security
weaknesses

Security
Technical Debt
Automated

Technical Debt
Sum of total efforts-to-

fix for all Performance
weaknesses

Performance
Technical Debt

Sum of total efforts-to-
fix for all Maintainability
weaknesses

Maintainability
Technical Debt

15
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Automated
Function
Points

Extensions to
Embedded
Software

Four Quality
Characteristic
Measures
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CISQ Measures Roadmap

Must measure
functional and
non-functional
enhancements
related effort

Must add future
effort to fix bugs
into productivity

Must estimate the
corrective costs in
in future releases

Automated
Enhancement
Points

Quality-
Adjusted

Productivity

Automated

Technical Debt

16
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mis{nl CISQ Measures Roadmap

01/2014 06/2016
Must measure
Automated functional and Automated
) ) non-functional Enhancement
Function Points enhancements

Points
related effort

01/2019

Extensions to
Embedded
Software

Quality-
Adjusted
Productivity

Must add future
effort to fix bugs
into productivity

06 & 09/2015

Four Quality == Must estimate the

Characteristic corrective costs in
Measures in future releases

06/2017

Automated

Technical Debt
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MISIBE DevOps and Modernization Measures

* New project objective — define standards for automatable Agile/DevOps measures

— Prediction

— Monitoring
— Diagnostics
— Benchmarking

* Measures:

— DevOps flow and efficiency measures
— Architectural modernization measures
— Defect life measures

e Project
— Inputs: Lean, PSM, CWEs, etc.
— QOutput: OMG, ISO

© 2022 Consortium for Information and Software Quality (CISQ) www.it-cisg.org

operational
outcomes

Business
and
operational
outcomes
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ISO/IEC

5055:2021

CISQ Conformance

Assessment Method:
Quality Characteristic Measures

A Guide for Assessing the Level of Conformance
of a Static Analysis Product in Detecting the
Rule Violations Comprising the CI5Q Quality

Characteristic Measures

CONSORTIUM FOR IT SOFTWARE QUALITY

IS0 5055- Technology
conformance
assessment vendors

Vendor authorized
service providers

» CISQ/IOMG

can only endorse ISO 5055 tools
conformance

do not certify software applications “per se”

CI5Q-TR-2017-01 > Se rVi ce p rOVi d e rS

use ISO 5055 conformant technology
in ISO 5055 conformant service process
to provide ISO 5055 software certifications

© 2022 Consortium for Information and Software Quality (CISQ) www.it-cisg.org

M[S]ml Application Certification Using CISQ

5055-conformant
technology

used in

v

5055-conformant
service process

to provide

v

(@ )

Application
Certification

Security Xo
Reliability Xo
Performance Xo
Maintainability Xo

J
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M[S{nl Green IT — Code sustainability
C I S D ABOUT CISQ STANDARDS EVENTS RESDURCES ACTIVE PROJECTS SPONSORSHIP

Consortium for Information & Software Quality ™

ASCRSM A CISQ has classified existing CWEs, pertaining to
efficiency, reliability and system security, so to
enable adopters to obtain:

CGISQ NEW STANDARD PROSPEGTUS

AUTOMATED SOURCE CODE RESOURCE SUSTAINABILITY MEASURE B CIaSS|flcat|0n Of gOOd VS, bad pra CtlceS,

Motivation: Boards, shareholders, and regulators are increasing their dernand for sustainable IT sol —_ CO m p utat|o ] Of aco nfo rm |ty rat|0,

sometimes called, '‘Green IT. Sustainable IT systems are conservative in their use of energy, hardwaq
resources. However, the primary focus of sustainability is on minimizing use of energy and resource

environment. This is different from the earlier use of 'sustainable systems’ to indicate systems that - M on |t0 r Of th e tren d Sdan d evo I Utio n

scale so that they did not have to be replaced through expensive redeveloprment.
‘ ‘ ‘ ‘ ,_ — Plan an improvement strategy
The current effort is an evolution of a seminal work dating from 2014, codenamed "green-it” (and A
corresponding metric), and was a reference for practitioners and participants in the consortium u
experience, aiming to become defacto guidance in driving down energy waste across software im
evolved this preliminary specification into a robust standard measure.

Content: The specification for an Automated Source Code Resource Sustainability Measure (ASCRS

existing weaknesses (CcweEs) in the Automated Source Code Performance Efficiency Measure (ASCHerv—rreorrresse oo
affect resource usage from this standard will be supplemented with weaknesses from other ASCxM measures, as well as
relevant weaknesses not included in the ACSxM quality standards that affect resource usage. Cnly weaknesses that are
known to have substantial impact on resource usage will be included in the specification. The final specification is expected to
include 25-35 weaknesses. We anticipate any weaknesses not currently in the Common Weakness Enumeration Repository

© 2022 Consortium for Information and Software Quality (CISQ) www.it-cisg.org
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#[SIml CISQ Membership Is Free — www.it-cisq.org

f ) e Almost 4000 individual members

HOME | MEMBERSHIP ¥ in & @
Cl S O from Fortune 1000 organizations
STANDARDS USE CASES RESOURCES ABOUT CISQ ACTIVE PROJECTS

e Contents:
— Approved standards
— Contract language
— Trustworthy Systems Manifesto
RESILIENT AND SCALABLE SOFTWARE PRODUCTS — Presentations
— Webinars
— Tutorials
THE CODING RULES THE STANDARDS - Whitepapers
— Use Cases
— Blogs
— News
— Current standards projects
— Process Maturity Metamodel
— Upcoming events

Registration Now Open for State of the Industry
the 8th Annual Cyber Report on Software
Resilience Summit Quality Analysis ° Cyber ReSiIience Summits

From Se.cur\ng the Suppl_y Chain to RECISTER NOW How is the mm{e to agile and READ THE REPORT
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